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Introduction

Dr. Van Brunt and Chris Usher were requested to construct a demonstration on the use of Al in
threat assessment. They asked ChatGPT to create a case study based on the prompt, “What is
the Marine Corps Insider Threat Program,” and the follow-up prompt, “Develop a threat-based
case study that would be something this group would handle.”

Involved Parties

Cpl. Marcus Allen, identified person of concern

SSGT Boone, Cpl. Marcus Allen's direct report

Sophia Marie Reynolds, ex-fiancée of Cpl. Marcus Allen

Timeline of Events

On 6/1/25, Cpl. Marcus Allen came to the attention of his superior officer during a performance
evaluation. Cpl. Marcus Allen is a 27-year-old systems analyst assigned to Marine Corps Systems
Command (MCSC), has held a Secret clearance for four years. He works closely with classified
systems and contractor personnel on logistics software development.

During the first week in June, Cpl. Allen received a negative performance evaluation. This was
based on reduced productivity and insubordination. He was not recommended for a promotion
because of this review. Likely because of this, Cpl. Allen began to isolate himself socially, avoiding
eating lunch with his peers and displaying sporadic attendance during his unit’s PT. He was
overheard mumbling to himself at his desk, ““I’'m always the outsider... even in this place.”

During the second week of June, Cpl. Allen posted a cryptic message on a private online forum:
“They’ll only notice I’'m gone when it’s too late. Maybe then they’ll care.” Staff Non-Commissioned
Officer (SNCO) and Officer in Charge (OIC) note mood swings, unkempt appearance, and erratic
attendance. Later in the week, a coworker shared that Cpl. Allen made a disturbing comment
about “getting revenge on the system.” A background review reveals he’s been actively engaging
with online incel communities, expressing hostility toward women and blaming society for his
romantic failures. At the end of the week, a previous romantic partner filed a no-contact order,
citing stalking behavior. This occurred in town and was unrelated to MPs.

During the third week, upon closer scrutiny of Cpl. Allen, a SANCORP cybersecurity analyst,
noticed late-night login attempts by Cpl. Allen to restricted systems, unauthorized attempts to
access personnel rosters and internal emails, as well as the use of an unauthorized removable
media device. There was also an attempt by Cpl. Allen to plug a personal laptop into a secure
Marine Corps network port.

This week, an anonymous tip warns that Cpl. Allen has researched high-profile insider attacks and
mass violence cases online (Appendix A). He was observed drawing violent imagery in a
notebook, including weapons and phrases such as “They all deserve to pay.” An email draft titled
“Final Goodbye” (Appendix B) is discovered on his personal device.
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As the investigation continues, digital forensics reveals attempted downloads of large datasets
and personal information on several coworkers. In a search of personal items uncovers a written
manifesto expressing revenge fantasies against “women in power” and command leaders.

General Information

Cpl. Allen is single and has no children. He lives alone off the base. There is a documented history
of failed personal relationships, including a recent engagement that ended abruptly. Those
working closely with Allen note he works long hours online and tends to frequent male-only
forums with misogynistic and isolationist themes. This has increased following his separation
from his fiancée. Many see Allen as “weird and odd,” describing him as a loner.

Cpl. Allen has had difficulty sleeping, specifically difficulty falling asleep without the use of
alcohol. When he does sleep, he wakes up throughout the night or gets up early, unable to fall
back to sleep. There has also been a lack of appetite and interest in food. There has been a rapid
weight loss over the past two months, which is concerning as he was already underweight.

He has recently been making social media posts where he complains about being an outsider and
“being ignored by society.” His posts also feature themes of resentment and loneliness,
expressing sentiments like “nobody will care if | disappear.” He previously had a command-
directed mental health referral after a suicidal comment he made two years ago. While he
complied with that brief assessment, he has not been in therapy since.

Like many of his fellow Marines, Cpl. Allen has weapons access. He owns two pistols registered
to him at home, as well as an AR-15-style rifle. He talks with others online about his purchase of
a binary trigger and a recently purchased convertible quick-release carrying vest that allows for
armor plates.

Violence Risk Assessment

It is likely Cpl. Allen is significantly moving along the pathway of violence. Without immediate
intervention, there will likely be harm to himself or others he works with. There are frequent
verbalizations about being isolated, alone, and hopeless. He speaks these aloud around others,
and they have reportedly been increasing in frequency over time.

Further, his research into mass shootings and visiting violent chatrooms and websites further
escalate the concern. The loss of a significant romantic relationship, along with exploring incel
and misogynist websites and writings, shows an increasing exposure to extremist beliefs and a
desire to find others who share his pain and experiences. Given Cpl. Allen’s knowledge and access
to weapons, there is an increased concern for actionability and lethality in the event of an attack
on others.

While the attempts to access restricted information, personal files and remove data from the
restricted computer servers is enough to cause serious concern, the lack of insight, awareness
and apparent remorse for these actions indicates a faltering sense of self-preservation and
potentially a desire for notoriety, a larger sense of meaning and/or to leave in a “blaze of glory.”
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Previous suicidal comments paired with a lack of appetite, extreme weight loss, and difficulty
sleeping indicate a potential return to depression, hopelessness, and suicide as a final solution.
The suicide note draft email entitled “Final Goodbye” further solidifies concerns related to an
imminent suicide attempt. As previously mentioned, easy access to lethal means (firearms in the
home) increases the risk. The lack of therapeutic support (and likely lack of psychiatric
medication) is also a cause for concern.

As the investigation continues, a closer examination of the manifesto “women in power” found
on his computer system should be reviewed to determine further threat and violence risk. The
use of manifestos combined with suicide notes is an extremely concerning “last act” behavior
that indicate Cpl. Allen is close to harming himself or others. Exploration of specific focus and
fixations toward individuals should be explored.

Pathways!

This triage assessment is included in this report and consists of thirty items scored on a three-
point scale (1 for Low Concern, 2 for Moderate Concern, and 3 for High Concern).

Five areas indicated low concern scores for being teased, anxiety, harassing behaviors, trolling
actions, and substantive threats. Nine areas were given Moderate concern scores for Depression,
Alcohol/THC use, Social problems, Adjusting to change, Loss or bereavement, Stalking others,
Incel behavior, Transient threats and Weapons interest/access. Three High scores were given for
Suicide, Work performance, Disturbed, and Eating/sleeping,

The overall rating of Pathways is High, with an indication to complete the suicide Wayfinder and
a full VRA through DarkFox.

Guidance from Pathways includes:

Immediate Suicide/Threat

e Conduct an immediate screening by law enforcement or the emergency department

e Detail the nature of the threats (notes, social media)

e Gather information on the nature of the threats and any plan

e Monitor gun acquisition as it relates to office policy and coordinate with other
departments to formally identify other risk categories that may be present (e.g.,
suicidality, threats, mental illness)

e |dentify high-risk behaviors and apply harm reduction strategies

e Set clear conduct limits and monitor for compliance

Areas to Explore
e |dentify triggers and any comforts or reducers for anxiety
e |dentify the range of behaviors and parties involved related to potential harassing
behavior
e Discuss any interruption of work, social, and life skills related to the recent breakup

! The full Pathways-generated report is available in Appendix C
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e Increase harm reduction and have a pro/con discussion concerning alcohol use
e Explore the medical leave/discharge policy and available treatment

Social Supports
e Encourage social connection, clubs, sports, and activities
e Identify positive friend groups, social supports, and/or family members
e Look for ways to reduce other environmental stressors they may be experiencing that
are impacting eating and sleep
e Explore alternative behaviors to managing stress and frustrations, and identify ways to
support them

DarkFox?

This violence risk and threat assessment system looks at risk factors and rates them as moderate,
high, or extreme. Eight (8) areas were rated Moderate: Sadist, Teased, penetration, Tone,
Leakage, Approach, Treatment, and Attempts. Seventeen (17) areas were rated High: Alone,
Defiant, Catalyst, Vengeance, Research, Free Fall, Incel, Encouragers, Weapons Interest,
Objectification, Weapons acquisition, Blaze of Glory, Statement, Eat, Sleep, Substances, Self-
concept. Five (5) areas were rated as extreme: Aggrieved, Consumed, Checklist, Hopeless, and
Lethality.

The narrative summary from DarkFox is as follows:
Summary

Given their experiences with frequent rejection from others, there is a worry they will never fit
in. This leads to an irritability or anger when upset. Disappointment is a common emotion as their
problems intersect, and they find themselves unable to improve or manage. There is a pervasive
sense of unbearable pain that leads to thoughts of suicide. They are failing to achieve at work,
with friends, obtaining a raise/promotion, and/or dating. Occasional teasing and bullying impact
their feelings of self-worth. Their environment includes teasing, bullying, and feeling excluded.
This can contribute to isolation, negative self-concept, suicide, and impulsive action. It’s difficult
for them to hear praise or positive comments about themselves. This increasingly isolates them
and makes developing friendships difficult.

Injustices and grievances drive almost all of their thoughts and actions. They are obsessed with
the idea of ‘making things right’ and have begun to rehearse and fantasize about ways to make
others pay. A singular way of thinking or belief about the ways things should be exhausts their
time and leads to a severe impact on their work performance, attendance, friendships, and/or
dating relationships. Blame is quickly assigned to others without regard for their feelings or
accuracy. Others are increasingly seen with disgust and as unworthy of their time. Conflicts and
arguments increase at work and home. Woman are seen as responsible for most of their
problems. They blame them for their increased feelings of hopelessness at dating or connection.

2 The full DarkFox generated report is available in Appendix D
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They have recently lost an important relationship, which brings with it the risk of increased
isolation, failure, low self-esteem, and a lack of support. Upcoming HR actions, such as
suspension, present future stress and conflict that could escalate feelings of hopelessness,
despair, and feeling trapped. An extreme work action, such as termination, is pending. This
should be seen a potential escalation of catalyst events creating an action imperative for
violence. Criminal charges are pending, causing the potential for increased stress, feelings of
hopelessness, and contributing to freefall and/or catalyst factors. Their environment has teasing,
bullying, and feeling excluded. This can contribute to isolation, negative self-concept, suicide, and
impulsive action. There is a potential for loss of housing that will increase stress, destabilize
supports, and increase freefall and catalyst factors. Those who have served in the military have
a statistically higher risk of suicide than the rest of the population. Consideration should be given
to the support they may need to transition from their service back to the general population.
Veterans also have an increased skill set around weapon knowledge that increases the potential
for lethality.

A desire to die has been expressed and heard by many people. Existing supports offer little hope
that things will change. There is either a loss of appetite or rapid increase in appetite due to
sadness. Excessive eating offers comfort while a stark reduction in eating offers a sense of
punishment or control. Others have noticed the changes along with weight gain or loss. Eating
disturbances cause an increase in overall suicide risk. Feelings of tiredness, exhaustion, and being
overwhelmed due to a lack of sleep or too much sleep become all consuming. Nightmares and/or
extended periods of wakefulness or insomnia occur and concern those around the person. Sleep
disturbances can cause an increase in overall suicide risk. While not currently in care, they may
be considering therapy as an option, as it may have helped previously. They have not been in the
hospital before for mental health treatment. Frequent use of alcohol and/or weed leads to
impulsive actions as well dulling intense emotions. There is an increased suicide risk due to this
impulsively, particularly if there are weapons accessible. Positive comments do little to improve
their negative self-concept and they experience teasing, isolation, and a lack of friends.
Avoidance of triggering concepts such as looks, weight, and having money for clothes or items
occurs. The isolation and negative self-concept increase the risk of suicide. Hints about suicidal
thoughts are shared with others. Minor, non-lethal attempts may have occurred. Any suicide
attempt, lethal or non-lethal in methodology, is a clear concern, particularly related to future
attempts. There is a pervasive sense of unbearable pain that leads to thoughts of suicide. They
are failing to achieve at work, with friends, obtaining a raise, and/or dating. Suicide risk is
increased with access to firearms. They have access to multiple weapons in their home. Those
who have served in the military have a statistically higher risk of suicide than the rest of the
population and consideration should be given to the support they may need to transition from
their service back to the general population.

Weapons are a focus of their curiosity and they intensely research guns online, focusing on what
weapons were used in various shootings, and have plans to save up for a rifle or gun on their
own. There is a fascination with mass shooters, and they commonly share their detailed
knowledge of past attacks with others. Driven almost entirely by grievances and injustices, they
plot and plan to ‘make things right’ and ensure those responsible are made to pay. Opposing
viewpoints are rejected and they fantasize about action. There is a push from online sources and
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others to move them to more extreme viewpoints. Those who have served in the military have
an increased skills set around weapons knowledge that increases the potential for lethality.

Various weapons have been purchased along with optics, tactical gear, ammunition, and carrying
equipment. There is an excitement to acquiring weapons that accompanies a feeling of power
and accomplishment. Multiple losses, negative experiences, and failed supports make
functioning difficult. These have the potential of escalating plans of violence. They have created
a suicide note, manifesto, legacy token, and/or video. They have closed bank accounts, repeated
billing services, and/or social media accounts and began warning those around them that
‘something is coming.” There is casual study of security at different locations and past shootings.
They have a general interest in countermeasures and security. Fantasies about punishing their
target are common and they begin to acquire items needed for a potential attack plan. Punishing
fantasies about having the power to hurt other people and/or animals occupy their thoughts and
occasionally distract them from their work attendance, performance or friendships. They have
intensifying thoughts about justice and ‘making things right.” They have difficulty focusing while
harboring an intense anger at the source of their problems and post negatively online about the
target. Those who have served in the military have an increased skills set around weapons
knowledge that increases the potential for lethality.

There is access to multiple firearms and the knowledge of tactics and logistics that increases the
overall lethality of a potential attack. The threatener has practiced, increasing lethality. There
have been limited and/or vague comments about the threatener’s frustrations, sadness, and/or
injustices experienced. In the comment/threat there is no specific time, place, target, or method
mentioned for an attack. The threat is vague but includes an angry and frustrated quality. The
threat is designed to intimidate and includes themes of sadness, injustice, and pain expressed in
the characteristics of the threat. They fantasize about punishing their target and begin to acquire
items needed for a potential attack plan. There is an increasing belief that suicide and martyrdom
are the only way out. They begin to acquire materials to support their plan and fantasize about
how things will end. Those who have served in the military have an increased skill set around
weapons knowledge that increases the potential for lethality. They are actively considering
suicide and likely have a plan, location, means, and time. Their willingness to die significantly
elevates the dangerousness of any threat made.

Guidance from DarkFox includes:

e An immediate assessment for suicide should be conducted by a licensed clinical or
medical provider, given the extreme isolation, suicidal thoughts, and hopelessness about
a positive future outcome. This should be coordinated with police and/or human
resources.

e Given the overwhelming isolation, pain, and difficulty at work, a counseling connection is
critical. Consider connecting them to the employee assistance program or similar service.

e They are increasingly obsessed with the need to make things right and make others pay
for the problems they have caused. These are strongly held beliefs and will be unlikely to
change through conversation and non-clinical medical support.
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e They experience a profound lack of empathy and understanding of other people’s
perspectives and agency. This likely will continue to escalate, creating a ‘me vs. the world’
philosophy, and should be countered with opportunities to share and be understood, as
well as listening to others and understanding. They will likely be entrenched in this
viewpoint and reluctant to consider change.

e Apendingtermination from work has the real potential to increase the stress and feelings
of hopelessness. Efforts should be made to discuss the impact of these upcoming events,
as they bring with them disturbances that could escalate thoughts of suicide and/or
violence to others.

e Veterans often have feelings of isolation and disconnection from those who have not
served or do not understand how difficult it may be to transition from military life to
civilian life. Offer support, listen to their experiences, and understand that each veteran
will have a different experience. Do not treat them all the same. Offer curiosity and open-
ended questions, and take the time to research some experiences veterans have when
they return from service and how we can help them with the transition.

e Difficulty with appetite or eating too much can increase social difficulties, raise the
potential of teasing and bullying, and impact overall wellness and self-concept. A referral
to community-based counseling or workplace employee assistance program (EAP) may
be helpful to address these eating concerns. Talking with a trusted friend or family
member could be another way to address this concern if they are reluctant to engage in
therapeutic support.

e When hopelessness becomes an unbearable pain, the risk of extreme action such as
suicide or harming others increases greatly. Connect them to supports, identify ways to
accommodate or assist them in staying connected to work, family, and peers, and refer
them to a licensed mental health clinician.

e Given the direct access to firearms in the home, efforts should be immediately taken
through means restriction. When weapons access is paired with other suicidal risk factors,
such as previous attempts, impulsivity, hopelessness, and self-injury, the risk of suicide or
other extreme action rises considerably. If other suicide risk factors are present, take
immediate steps to limit or remove weapons from the home, encourage parents to
change the safe combination, or set up additional challenges to access.

e Those who have served in the military have a statistically higher risk of suicide than the
rest of the population and consideration should be given to the support they may need
to transition from their service back to the general population.

e Interest in weapons and studying past attacks should be explored to better understand
the motivation for these interests. Consider an open-source intelligence review to
determine if there are concerning social media posts. A coordinated response with
community counseling, EAP, workplace BIT/CARE, and/or threat team would be advised.

e The upcoming disciplinary actions or suspension from school have the real potential to
increase stress and feelings of hopelessness. Efforts should be made to discuss the impact
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of these upcoming events, as they bring with them disturbances that could escalate
thoughts of suicide and/or violence to others.

e Those who have served in the military have an increased skill set around weapons
knowledge that increases the potential for lethality.

e Upsetting changes and multiple losses have the potential to further destabilize someone
on the pathway to violence. Efforts should be made to offer additional supports and
accommodations given the recent losses and challenges faced at work, home, and with
friends. Talking with a trusted friend or family member, community counselor, supervisor,
human resources, or EAP counselor is another way to help. A coordinated response
community counseling, EAP, workplace BIT/CARE, and/or threat team would be advised.

e The creation of a suicide note, video, or manifesto and last-act behaviors, such as shutting
down accounts, are late-stage approach behaviors that should immediately involve
conversations with law enforcement, supervisors, and human resources. The concern is
further heightened when there are other approach behaviors such as catalyst, sadist,
checklist, penetration, approach, or vengeance. An open-source intelligence review
should be conducted to determine if there are concerning social media posts. In addition,
law enforcement should conduct local systems check (computer automated
dispatch/CAD), criminal history, and wants/warrants search. A coordinated response
community counseling, EAP, workplace BIT/CARE, and/or threat team would be advised.

e With intensifying thoughts about real or perceived injustices, there is an increased
justification for violent action to the target of their frustrations. Talking with them about
the intensity of these feelings and how they may serve as a motivation for acting out
toward the target of their frustrations will help further assess the risk and develop
alternative strategies. Encourage them to talk to a trusted friend or family member,
supervisor, human resources, or the EAP counselor to help lessen the intensity of their
frustrations.

e The plan to commit suicide or commit an act of violence has further crystalized and they
have become trapped and hopeless about a different future. Encourage them to talk with
a trusted friend or family member, supervisor, human resources, or the EAP counselor to
help explore alternative ways to manage their frustration with life and offer hope for a
better future. This is more difficult if there are other threatening behaviors present, such
as direct, lethal, time location, tone, rhetoric, planning, approach, veteran, or suicide. A
coordinated response community counseling, EAP, workplace BIT/CARE, and/or threat
team would be advised. This consult with the BIT/CARE and/or threat team will help
determine if more intensive involvement with law enforcement is warranted.

Additional Information Needed

As this review was conducted based on a created simulation through ChatGTP, there are some
areas that were not included. The following are areas that should be identified during an in-
person interview to better improve the accuracy of the triage and violence risk assessment
scoring.
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1. Beyond a reference that alcohol is used by Cpl. Allen to fall asleep, more information
would be needed related to types of use, frequency and history. Additionally, questions
about other drug use would be warranted.

2. While there is evidence of social isolation within the office, additional questions about
teasing and bullying behavior in the office setting would be indicated.

3. Information about finances would be an additional area to explore.

4. Difficulty with change following his failed engagement is an area where further questions
will be needed.

5. More clarity about his level of anxiety and worry about the future, work, relationships
and his view of self/interactions with others should be explored.

6. Additional details about potential harassing behaviors (to female co-workers and
command staff) should be explored.

7. The extent to which his stalking behavior occurred toward he past relationship should be
an area of questioning.

8. Exploration of his social media posts for threats, suicidal content, misogynistic ideology
or sharing of restricted/protected information is an area of exploration

9. There does not appear to be a specific narrowing toward any co-worker or person in Cpl.
Allen’s life (beyond the women in command manifesto). Further assessment toward
fixation and focus should be considered.

10. Further exploration regarding Cpl. Allen’s weapon usage should be explored. This should
include the types of weapons owned, how they may relate to his research on mass
shootings (with attention to military personal involved in attacks like Fort Hood
(2009/2014), Lewiston, ME (2023) and Naval Air Station (2019)). Explore simulation/video
game and practice efforts related to preparing for a mass shooting. Explore costuming
and preparation for a potential mass shooting (e.g. gear, research, planning, stockpiling
of weapons or ammunition).

11. Additional information about impulsive behavior would be warranted related to the
movement to action.

12. A more detailed exploration of incel ideology and the application of the Incel Risk Rubric
should be conducted to gauge the level of indoctrination. This would include a discussion
of his physical appearance, weight, and general self-image.

Recommendations
1. Immediate assessment for inpatient admission based on the suicide note and comments

about not being around anymore. Connection to longer-term therapy and psychiatric
medication assessment. The upcoming disciplinary actions or suspension from school
have the real potential to increase stress and feelings of hopelessness. Upsetting changes
and multiple losses have the potential to further destabilize someone on the pathway to
violence.
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2. Immediate restricted access to all sensitive information and computer systems. Although
an initial investigation has been conducted into his security lapses, further exploration of
Cpl. Allen’s online and office behavior related to secure information and data should be
conducted. This should include the use of building access cards and identification badges
for building access.

3. Securing firearms that Cpl. Allen has access to under military code or through local
authorities (perhaps even because of his stalking no-contact directive).

4. Notification and coordination with local law enforcement, Military Police, and NCIS (Naval
Criminal Investigative Service) should also be contacted about the threats Cpl. Allen has
made, including a review of the manifesto “Women in Power” found in his system related
to potential charges.

5. Supportive measures to those working directly with Cpl. Allen to offer support given the
current situation. Staff should be praised and encouraged to share concerns, and it may
be helpful to offer a group meeting with a psychologist or therapist on staff to openly
discuss any concerns.

6. Assessment of any female staff who may have been targeted related to the misogynistic
readings and incel websites. While this is not directly noted in the case, it would be
reasonable to explore how Cpl. Allen interacted with any female staff.

7. Assessing anchor and protective factors in Cpl. Allen’s life, such as outside friends,
hobbies, sports, activities, interests, family, and religious organizations, would be useful
in helping develop a larger support system for him moving forward.

8. Assigning an advocate who can help Cpl. Allen to better understand any potential charges
or court proceedings (likely from Medical or the Chaplain).

Thank you,

B oot

Brian Van Brunt, Ed.D.

Director of Behavior and Threat Management
brian@dprep.com

603-491-3215

Chris Usher
Safety and Security Consultant
chrisu@dprepsafety.com
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Appendix A: Redacted Email on Cpl. Allen’s Research

Subject: URGENT: Concerning Behavior and Insider Threat Indicators — Cpl. Marcus Allen

To: Insider Threat Program Manager
Cc: Command Security Officer, Behavioral Health Liaison, Cl Representative
From: *Redacted

Sir/Ma’am,

| am writing to report an urgent insider threat concern regarding Cpl. Marcus Allen (MCSC).
Today, we received an anonymous tip indicating that Cpl. Allen has been researching high-profile
insider attacks and incidents of mass violence online.

Additionally, a team member observed Cpl. Allen drawing violent imagery in a personal
notebook, including weapons and phrases such as “They all deserve to pay.” A preliminary review
of his personal device (while in a common area) revealed a draft email titled “Final Goodbye.”

These behaviors, combined with prior indicators, suggest a significant escalation of potential
threat.

| recommend immediate review by the Insider Threat Working Group and coordination with
Behavioral Health and Security for appropriate action.

Please advise on next steps.
Respectfully,
*Redacted

13 | www.dprepsafety.com | brian@dprep.com



http://www.dprepsafety.com/
mailto:brian@dprep.com

PREP

SAFETY DIVISION

Appendix B: Email Draft

Subject: Final Goodbye
To: (Draft — unsent)

| don’t expect anyone to read this, and honestly, it doesn’t matter if you do. No one’s been
listening for years.

| gave everything | had to this uniform, to this system. And what did | get in return? Rejection,
silence, humiliation. Whether it was the people | worked with or the ones | tried to care about —
they never saw me. Not really. I've been invisible, replaceable. Just another number in the
machine.

| tried to speak up. | asked for help. All | got were lectures, performance reviews, fake smiles.
People are blind to pain unless it's their own. But not for much longer.

I’'m tired of watching everyone else get ahead while I'm ignored. I’'m tired of pretending this is
okay. Maybe if | disappear, someone will finally pay attention. Maybe then they’ll understand.

This is my goodbye. Not because I’'m weak — but because I've had enough. You pushed me here.
All of you.

— M.A.
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Appendix C: Pathways Report

6/23/25, 6:07 AM ‘Workplace | Pathways from D-Prep

Pathways

Home Pathways-KI12 Pathways-HE [ Pathways-HR | Suicide Wayfinder | Case Example Resources

Pathways-HR

This version of Pathways is designed to be used in cases involving threats or problem behavior in the workplace. Rate

each applicable category below on a 3-point scale. If a category does nat apply, leave it blank. Click on the category
name for scoring guidance. After you submit your ratings, you will be provided a set of intervention
recommencdations.

Your Responses

Suicide 3 Social Problems: 2 Anxiety: 1 Harassing Behaviors: 1 Affective Violence:
Depression: 2 ‘Work Performance: 3 Intense Thought/Action: Stalking Others: 2 Trolling Actions: 1
Self-Injury: Financial Insecurity: Hallucinations/Delusions: Acts of Partner Violence: Transient Threats: 2
AlcoholTHC: 2 Adjusting to Change: 2 Intimidating Behaviars: Sexual Violence: Substantive Threats: 1

Serious Drug Use:

Loss or Bereavement: 2

Vandalism:

Incel Behavior: 2

White Supremacy:

Being Teased: 1 Being Stalked: Being Controlled: Disturbed Eating/Sleeping: 3 Weapons Interest/Access: 2

Are they without housing? No
Are they a veteran? Yes

Rating: HIGH

Based on the information shared, it is recormmended to complete a suicide assessment using the Suicide Wayfinder.

Based on the information shared, it is recommended to comnplete a full violence risk assessment. DarkFox Violence Risk
Assessment Tool is the reccmmended system to use. Please contact infe@dprepsafety.com to learn mere about access.

Suicide
» Conduct an immediate screening by law enforcement or the emergency department
s Detail the nature of the threats (notes, social media)
» Contact emergency contacts and follow HR policy

Depression
+ Strongly encourage counseling and discuss any obstacles to them seeking care
+ Encourage social connection, clubs, sports, activities
+ Explore suicidal thoughts and refer to counseling or EAP if they are escalating

Alcohol/THC
» Increase harm reduction and have a pro/con discussion
» Encourage referrals to NA/AA or substance counseling as needed
» Address HR issues and how to remain in good standing

Loss or Bereavement
+ Encourage counseling referral and refer to EAP
» Discuss any interruption of work, social and life skills
» |f there was a breakup, identify boundary and conduct risks

Anxiety
» Normalize their feelings and offer support and care
+ |dentify triggers and any comforts or reducers
» Discuss a voluntary referral to counseling or EAP services

Work Parformance
» |dentify and manage disruptive behaviers and HR violaticns
» Assess for suicide and make a referral to counseling or EAP for assessment
+ Explore the medical leave policy and available treatment
+ Contact emergency contacts and follow HR policy

Disturbed Eating/Sleeping
» Explore accommodations or a medical leave of absence from work
» Consider a referral through counseling or EAP to inpatient medical treatment
+ Look for ways to reduce other environmental stressors they may be experiencing

https://www_pathwaystriage.com/workplace
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6/23/25, 6:07 AM ‘Workplace | Pathways from D-Prep
Veteran

* Those who have served in the military have a statistically higher risk of suicide than the rest of the population and
consideration should be given for the support they may need to transition from their service back to the general population.

Social Problems
» Encourage counseling referral and refer to EAP
« Discuss any interruption of work, social and life skills
+ Encourage social connection, clubs, sports, activities

Adjusting to Change
+ Encourage counseling referral and refer to EAP
» Discuss any interruption of work, social and life skills
+ Encourage social connection, clubs, sports, activities

Harassing Behaviors
» |dentify the range of behaviors and parties involved
» Consider the HR process to address their behaviors
» Offer both parties referrals to counseling/EAP support

Stalking Others
* Use the HR processes to address behavior
+ Set clear conduct limits and monitor for compliance
+ Encourage counseling referral and refer to EAP
» Consider emergency contact notification

Trolling Actions
» |dentify areas of difficulty (social, workload, etc.)
» Discuss social and HR implications of their behavior
» Explore alternative behaviors and ways to support them

Transient Threats
+ Gather information on the nature of the threats and any plan
* Set clear conduct limits and monitor for compliance
+ Consider emergency contact notification

Substantive Threats
» Explore stressors and identify escalation triggers
+ Connecttheindividual to supports and resources
» Consider the HR process to address their behaviors

Incel Behavior
+ Set clear conduct limits and monitor for compliance
+ |dentify high risk behaviors and apply harm reduction strategies
+ Normalize their fear and worry and offer hope and support

Being Teased
+ Consider a referral to counseling or EAP
+ Support their self-worth and reassure them it will not always be this way
» |dentify positive friend groups, social supports and/or family members
+ Discuss ways they can avoid some situations and know how to report future behaviors

Weapons Interest/Access
» Monitor gun acquisition as it relates to office policy
» Discuss reasonable interest such as hunting, self-protection, and target practice
+ Coordinate with other departments to formally identify other risk categories that may be present (e.g., suicidality, threats,
mental illness)
= Discuss with emergency contact and family as appropriate

Back to Answers | l Reset Tool

No data is stored in this online systemn related 1o your entries. Users are encouraged to print and
save the cutcome te @ PDF and maintain this according to your institution's data privacy standards.

For more information, contact brian@dprep.com
Fathways is an expert system that takes observations and user input and generates suggested interventions based on user input and research from
psychology, criminology, threat, and law enforcement fields. Pathways provides support to threat teams and faw enforcement in the summary and
gevelopment of a risk mitigation plan. Information provided by Pathways should be used in conjunction within the context of the experience,

research and expert judgement of law enforcement, counseling and threat assessment professionals.

No portion of the Pathways tool may be reproduced, copied, or reprinted in any format whatsoevey, including digital formats, without the expressed
written permission of the authors.

https://www.pathwaystriage.com/workplace 23
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6/23/25, 6:07 AM ‘Workplace | Pathways from D-Prep

D-Frep, LLC, and Looking Glass Consulting and Design, LLC, are not providing legal advice or acting in the capacity of legal counsel. Users should
consult their own legal counsel before relving or acting upon any advice or suggestions made by D-Frep, LLC, and Looking Glass Consulting and
Design, LLC, and their employees and consultants. D-Prep, LLC, and Looking Glass Consulting and Design, LLC offer no warranties or guarantees as
to content, and accept no liability for how the content is interpreted or implemented by users

©2023 D-Prep, LLC and Looking Glass Consulting and Design

https://www.pathwaystriage.com/workplace
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Appendix D: DarkFox Report

Home
DARKFOX DarkFox: Education
DarkFox: Workplace

Case Example

Resources
- Your Responses
Birth year: 1998 Gender: Man
Veteran: Yes TBI: No
A data oo kers, observations relayed to police, direct observations, open-source intelligence (OSINT), criminal intelligence unit

(ClUy/special investigations
Difficulties/|oss within the last 1-2 months: loss of romantic relationship

Current challenges: pending HR action, pending termination from work, pending criminal charges, atmosphere of teasing and exclusions, potential loss

of home
Violence Risk Assessment:
Alone: 2 Catalyst: 2 Free Fall: 2 Hopeless: 3
Aggrieved: 3 Vengeance: 2 Incel: 2 Costuming:
Sadist: 1 Research: 2 Checklist: 3 Objectification: 2
Consumed: 3 Irrational: Encouragers: 2 Teased: 1
Defiant: 2 Impulsive: Weapons Interest: 2 Weapons Acquisistion: 2
Threat Assessment:
Direct; Lethality: 3 Time: Leakage: 1
Location: Organization: Tone: 1 Rhetoric:
Planning: Penetration: 1 Approach: 1 Blaze: 2
Suicide Assessment:
Statement: 2 Treatrnent: 1 Self-injury: Self-concept: 2
Eat: 2 Sleep: 2 Substances: 2 Attempts: 1
- Summary
Given their experi with freq jection from others, there is 2 worry they will naver fit in. This leads to an irritability or anger when upset.

Disappointment is a common emotion as their problems intersect and they find themselves unable to improve or manage. There is a pervasive sense of
unbearable pain that leads to thoughts of suicide. They are failing to achieve at work, with friends, obtaining a raise, and/or dating. Occasional teasing
and bullying impact their feelings of self-worth. Their environment includes teasing, bullying, and feeling excluded. This can contribute to isolation,
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negative self-concapt, suicide, and impulsive action. It's difficult for them to hear praise or positive comments about themselves, This increasingly
isolates them and makes developing friendships difficult.

Injustices and grievancas drive almost all of their thoughts and actions. They are obsessed with the idea of ‘making things right' and have begun to
rehearse and fantasize about ways to make others pay. A singular way of thinking or belief about the ways things should be exhausts their time and
leads to a severa impact on their work performance, attendance, friendships, anc/or dating relationships. Blame is quickly assigned to others without

regard for their feslings or y. Cthers are ir gly seen with disgust and as unworthy of their time. Conflicts and arguments increase at work
and home. Women are seen as responsible for most of their problems. They blame them for their i d feelings of hopel at dating or
connection.
They have tly lost an imp lationship, which brings with it the risk of increased isolation, failure, low self-esteem, and a lack of support.
Upcoming HR actions, such as suspensicn, present future stress and conflict that could late feelings of | | despair, and feeling trapped.
An extreme work action, such as termination, is pending. This should be seen a potential escalation of catalyst events creating an action imperative for
! Criminal charges are pending, causing the ial for i d stress, feelings of hopelessness, and contributing to freefall and/or ca‘hlyrt
factors. Their environment has teasing, bullying, and feeling excluded. This can contribute to isol ive self- pt, suicide, and i

action. There is a potential for loss of housing that will increase stress, destabilize supports, and increase fredl'-all and catalyst factors. Those who have
served in the military have a statistically higher risk of suicide than the rest of the population. Consideration should be given to the support they may
need to transiticn from their service back to the general population. Veterans also have an increased skill set around weapon knowledge that i

the potential for lethality.

A desire to die has been expressed and heard by many people. Existing supports offer litthe hope that things will change. There is either a loss of
appetite or rapid increase in appetite due to sadness. Excessive eating offers comfort while a stark reduction in eating offers a sense of punishment or
control. Others have noticed the changes along with weight gain or loss. Eating disturbances cause an increase in overall suicide risk. Feslings of
tiredness, exhaustion, and being overwhelmed due to a lack of sleep or too much sleep become all consuming. Nightmares and/or extended periads
of wakefulness or insomnia occur and concem those around the person. Sleep disturbances can cause an increase in overall suicide risk. While not
currently in cars, they may be considering therapy as an option, as it may have helped previously. They have not been in the hospital before for mental
health treatment. Frequent use of alcohol and/or weed leads to impulsive actions as well dulling intense ions. There is an ir d suicide risk
due to this impulsively, particularly if there are weapons accessible. Positive comments do little to imp their negath If. pt and they
experienca teasing, isolation, and a lack of friends. Avoidance of triggering concepts such as looks, weight, and having money for clothes or items
occurs. The isolation and r if- pt increase the risk of suicide. Hints about suicidal thoughts are shared with others. Minor, non-lethal
attempts may have om.ned Any suicide attempt, lethal or non-lethal in methodology; is a clear , particularly related to future attempts. There
is a pervasive sense of unbearable pain that leads to thoughts of suicide. They are failing to achieve at work, with friends, obtaining a raise, and/or
dating. Suicide risk is increasad with access to firearms. They have access to multiple weapons in their home. Those who have served in the military
have a statistically higher risk of suicide than the rest of the population and consideration should be given to the support they may need to transition
from their service back o the general population.

‘Weapons are a focus of their curiosity and they intensely research guns online, focusing on what weapons were used in varicus shootings, and have
plans to save up for a rifle or gun on their own. There is a fascination with mass shooters and they commonly share their detailed knowledge of past
attacks with others. Driven almost entirely by grievances and injustices, they plot and plan to ‘make things right’ and ensure thase responsible are made

to pay. Opposing viewpoints are rej 1 and they f; ize about action. There is a push from online sources and others to move them to more
extreme viewpoints. Those who have served in the military have an increased skills set around weapons knowledge that i the p ial for
lethality.

Various weapons have been purchased along with optics, tactical gear, ammunition, and camrying equipment. There is an excitement to acquiring
waapons that accompanies a feeling of power and accomplishment. Multiple losses, negative experiences, and failed supports meke functioning
difficult. These have the potential of lating plans of viol They have d a suicide note, manifesto, legacy token, and/or videa. They have
closad bank accounts, repeated billing services, and/or social media accounts and began waming those around them that ‘scmething is coming.” There
is casual study of security at different locations and past shootings. They have a general interest in countermeasures and security. Fantasies about
punishing their target are common and they begin to acquire items needed for a potential attack plan. Punishing fanlaslel about havmg the power to
hurt other people and/or animals occupy their thoughts and occasionally distract them from their work d 1ce or friendships. They
have intensifying thoughts about justice and ‘making things right" They have difficulty focusing while harbering an |r|unu anger at the source of their
problems and post negatively online about the target. Those who have served in the military have an increased skills set around weapons knowledge
that increases the potential for lethality.

There is aceess to multiple firearms and the knowledge of tacties and logistics that increases the overall ledmlllyof a potentlal attack. The threatener
has practiced to increase lethality. There have been limited and/or vague comments about the th r's fry and/or injustices
experiencad. In the commaent/threat thers is no spacific time, place, target, or method mentioned for an attack. The threat is vague but includes an
angry and frustrated quality. The threat is designed to intimidate and includes themes of sadness, injustice, and pain expressed in the characteristics of
the threat. They fantasize about punishing their target and begin to acquire items nesded for a potential attack plan. There is an increasing belief
suicide and martyrdom are the only way out. They begin to acquire materials to support their plan and fantasize about how things will end. Those who
have served in the military have an increased skill set around weapons knowledge that ir the p ial for lethality. They are actively considering
suicide and likely have a plan, location, means, and time. Their willingness to die significantly elevates the dangerousness of any threat made.

- Vulnerability EXTREME
VULNERABILITY brings together ALONE (high), FREE FALL (high), HOPELESS (¢ ), TEASED (mod ), and SELF-CONCEPT (high). It represents
an gvarall p ial for isolation and vulnerability to considaring suicide or viol o others. Overall vulnerability makes it more likely for the person to

act out without regard to social pressures to conform, as they already perceive a high degree of negative emotion and punishment. As there is little
hope for a better future, they consider more extreme action as they have little to lose.

Interventions

* Animmediate assessmant for suicide should be conducted by a I d clinical or medical ider, given the extreme isolation, suicidal thoughts,

P

and hopslessness about a positive future outcome. This should be coordinated with pelica and/or human resources.

19 | www.dprepsafety.com | brian@dprep.com



http://www.dprepsafety.com/
mailto:brian@dprep.com

PREP

SAFETY DIVISION

* Given the overwhelming isclation, pain, and difficulty at work, a counseling connection is critical. Consider ing them to the employ
assistance program or similar uwim
* Feeling trapped and d , immediate steps should be taken to identify altemative options to acting out violantly or engaging in self-harm or

suicide. Given they have Iiltlo hope of improvement, more extreme actions such as killing themselves or other people become more likely.

* [f bullying and teasing have escalated to a daily occurrence, address these behaviors on the system level through addressing office culture and
through human resources. Individually, help them identify ways to react to teasing and bullying behavior that reduces the occurrence in the future
(e.g., avoiding areas at certain times, staying calm and not escaleting the encounter).

- Negative Thoughts EXTREME

NEGATIVE THOUGHTS brings together IIlRA'I’]ONAL (low), AGGRIEVED {extremne), CONSUMED (extreme), OBJECTIFIED (high), INCEL fhigh}. It
represents an overall p jal for a passimistic and negative view of others and who is to blame for their difficulties in life. These obsassional, clouded,
and misguided ways of seeing othan contribute to the motivation for targeted violence. As they are seen as increasingly distant from others but with
successful progression in their grades, work parformance and/or relationships, there are few remaining reasons to conform with societal norms.

Intarventions

¢ They are increasingly obsessed with the need to make things right and make others pay for the problems they have caused. These are strongly held
beliefs and will be unlikely to change through conversation and non-clinical, medical support.

* They axparience a profound lack of empathy and understanding of other people’s perspactive and agency. This likely will continue to escalate,
creating a 'me vs. the world’ philosophy and should be countered with opportunities to share and be understood, as well as listening to others and

understanding, They will likaly be er hed in this viewpoint and rel to consider change.
® There is a severe impact on their ability to function at work and with family or friends. Conversations with their supports may help, along with
g them to adh for interim and detion for work.
- Environmental Stressors EXTREME

ENVIRONMENTAL brings together their experience with difficulties, loss, and current challenges in life. The loss of key supports, changes in
employment, financial, or legal difficulties, and chronic experiences of teasing and bullying each contribute to weakened resiliency and an inability to
remain positiva and hopeful about the future. While rarely causal to suicide or targeted violence, the combination of recent losses with growing
stressors creates less resistance in a person’s life when they are considering suicide or violence to others.

Interventions

* The end of an impertant dating relationship should be discussed to ensure there are proper supports (fiiends, family, therapy referral). Creating a
space for them to discuss the loss could be facilitated by a trusted friend or family member, supervisor, human rasources, or the EAP counselor. If
the grief becomes overwhelming, consider a more formal referral to dlinical mental health services.

* The upcoming HR actions have the real potential to increase the stress and feelings of hopelessness. Efforts should be made to discuss the impact

of these upcoming events, as they bring with them disturbances that could escalate thoughts of suicide and/or violence to others.

A pending termination from work has the real potential to increase the stress and feelings of hopelessness, Efforts should be made to discuss the

impact of these upcoming events, as they bnng with them disturb that could late thoughts of suicide and/or viclence to others.

Pending criminal charges could have on fi | freedom, and feelings of depreasion. Efforts should be made to discuss

the impact of these charges and the disturt 1hlt could late thoughts of suicide and/or viclence to others.

* An anvironment of teasing and exclusion will likely add stress, reduce self-concapt, and has the potential to exacerbats feelings of suicide and/or
harm to cthers. Identifying systers level approaches to address the behavior through aktering office policy, supervi idressing behavior, and
human resources involvement should be prioritized. D 9 gies to better ge how to respond to teasing when it occurs would also
be warranted.

Losing a place to live has a domino effact that destabilizes work and fi and p lly i d ion and hop Discussing

altemnative living options and financial possibilities to retain housing would ba wawan‘bed \Mlh HR, community counseling, and EAP etaff.

* Ve often have feelings of isolation and discor jon from those who have not served or do not understand how difficult it may be to
transition from military life to civilian life. Offer support, listen to their experiences, and understand that each veteran will have a different
axperience. Do not treat them all the same. Offer curiosity and open-ended questions and take the time to h some experiences
have when they return from service and how we can help them with the transition.

- Suicidality EXTREME

SUICIDALITY brings together STATEMENT (high), EAT thigh), SLEEP thigh), TREATMENT (moderate), SELF-INJURY {low), SUBSTANCES (high), SELF-
CONCEPT (high), ATTEMPTS (modh ), HOPELESS (g ), IMPULSIVE {low), WEAPONS ACQUISITION (high) and VETERAN STATUS {yes). Suicide
is best understood as an idea to action process, where thoughts and ideas such as disappearing, feeling trapped, and wanting to die lead to suicide
attempts, self-injury, skippi dication, and h | Additional changes to eating and sleep can further Increa:a the risk of suicide
as can pravious attempts and self-injury. Substance use can dull emotions or escalate suicide risk due to an ini icularly if they
have access to weapons. Suicidality and hopelessness are some of the highest risk factors for targeted violence as the person has lost all social
regulation for their behavior and any hope of a positive outcome for their future.

Intarventions

* Talking about suicide with other people causes increased social disruption and may increase isolation and problems functioning at work or with
friends. Consider ways to encourage them to share these feelings with the appropriate community mental health clinician or medical personal.
Talking with a trusted friend or family member could be another way to address this if they are rel to engage in therapeutic support.

» Difficulty with appetite or eating too much can increase social difficulties, raise the potential of teasing and bullying, and impact overall wellness
and self-concept. A referral to community-based ling or workplace employee assistance program (EAF) may be helpful to address these
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eating concams. Talking with a trusted friend or family member could be ancther way to address this concern if they are reluctant to engage in
therapeutic support
Difficulty with sleeping too much or too little can i social dif raise the p ial of teasing and bullying, and impact overall wallness
and self-concept. A referral to community counseling or the employee assistance program (EAP) may be helpful to address these sleep concems.
Talking with a trusted friend or family member could be ancther way to address H1il concem if they are reluctant to engage in therapeutic suppert.
They should be encouraged to explore community ling or the employ program (EAP) as an option to help address the
difficulties they are experiencing. Talking with a trusted friend of family member could be another way to address this concem if they are reluctant
to engage in therapeutic support.
There is a sense of isolation and r i - pt and they may ex; teasing and a lack of friends. While they may be resistant to
positive commenits and praise, there should be an encouragement of hope that things will improve. Offer a referral to community outpatient
therapy or the EAP, or encourage talking with a trusted friend or family member if they are reluctant to engage in therapeutic support.
Previous suicide attempts, even non-lethal ones, raise a significant concern. Engage them in discussion about what triggers the attempts,
brainstorming altemative actions and identifying supports they can reach out to. Encourage them to talk with a trusted friend or family member,
commiunity counselor, supervisor, human resources, or the EAP.
* When hopek becomes an unbearable pain, the risk of extrame action such as suicide or harming others increases greatly. Connect them to
supports, identify ways to accommodate or assist them in staying connected to work, family, and peers, and refer them to a licensed mental health
clinician,
Given the direct access to firearms in the home, efforts should be immediately taken through means restriction. When weapons access is paired
with other suicidal risk factors, such as p pts, impulsivity, hopel and self-injury, the risk of suicide or other extreme action rises
considerably. If other suicide risk factors are present, take immediate steps to limit or remove weapons from the home, encourage parents to
change the safa combination, or set up additional challanges to access.
Alcohol and/or weed use may impact their ability to connect with others, create a rise in isolation, and negatively impact their ability to function at
wark, Help them understand the negative impact of their use and encourage them to cut back on use, Referrals to substance abuse counseling,
Alcoholics Anony and/or cor ions with a trusted friend or family member, supervisor, human resources, or EAP counselor may help. If
other suicide risk factors are present, take immediate steps to limit or remove any weapons from the home, work with law enforcsment, and
encourage those that live with the individual to change the safe combination or set up additional challengas to access.
¢ Those who have served in the military have a statistically higher risk of suicide than the rest of the population and consideration should be given to
the suppoart they may need to transition from their service back to the general population.

- Attack Preparation EXTREME

ATTACK PREPARATION brings together WEAPONS INTEREST thigh), RESEARCH (high), PLANNING (low), AGGRIEVED (extreme), ENCOURAGERS
(high), COSTUMING {low) and VETERAN STATUS fyes). A target is being considered and they have begun researching, planning, and corsidering
different weapons to be used in the attack. The injustices and grievances they have endured drive them forward with the plan and they are encouraged
by others (often in online groups) to escalate the attack plan. The preparation often offers some emctional release and feeling of calm as they struggle
with isolation, frustration, and hopelessness abourt life.

Interventions

* Intarest in weapons and studying past attacks should be explored to better undk i the motivation for these i Consider an open-source
intelligence review to determine if there are conceming social media posts. A coordinated response with community counseling, EAP, workplace
BIT/CARE, and/or threat team would be advised,

¢ Asthey become increasingly interasted in past attacks and studying/collecting material, thers should be an exploration of how these ch
behaviors may connect to a desire to conduct an attack. This becomes increasingly important to axplore as other preparation behaviors such as
weapons interest, planning, aggrieved, encouragers, or costuming occur. Consider an cpen-source intelligence review to determine if there are
concaming social media posts. Conversations should occur with supervisors and human resourcas. A coordinated rasponse community counsaling,
EAP, workplaca BIT/CARE, and/or threat team would be advised.

* This is a late-stage attack beh and d h of law enf and work officials is advised. While there may be a commit to
cary out the attack they are plotting, the intensity of their passion for holding the source of their gri and injusti ble warrants
heightened An opei intelligence review should be jucted to d ine if thers are ing social media posts. In addition,
law enft should uct a local sy check {comp d dispatch/CAD), criminal history, and wants/warrants search. A
coordinated response community counseling, EAP, workplace BIT/CARE, and/or threat team would be advised.

* They of others who ge and support harmful ways of thinking, anger, and resentment presents a concem for eac-\ntlon Efforts

should be made to locate altemnative supports to counteract those who age more Thisb p
to explore as other preparation behaviors such as research, planning, weapons interest, aggrieved or cnnumlng occur. Conversations should occur
with supervi and human to address this trend of cor ion to those who are |atil ints. Consider an open-

source intellig: review to d ine if there are concaming social media posts. A coordinated resp community counseling, EAP, worlpl
BIT/CARE, and/or threat team would be advised.
* Those who have served in the military have an increased skill set around weapons knowledge that i theg ial for lethality.
- Attack Approach EXTREME
ATTACK APPROACH I:rhgs together WEAPONS ACQUISITION (high}), CATALYST (high), CHECKLIST {extreme), PENETRATION (moderate),
APPROACH (mods ), SADIST {mod ), VENGEANCE (high) and VETERAN STATUS (yes). Approach behaviors are thase that occur pricr to an
attack and can bemn as the physical acting out of prep Wi are selected and acquired for the attack, comtsnmawm forucuﬂtyo'f
the target are d 1 and a checidist for prep is created. Events have ocecurred in their life thet have i stress, fe p
Interventions

* Accass to lethal means increases the risk of an attacker's ability to cause more casualties. Conversations about the motivation for acquiring firearms,
optics, and tactical gear would be useful to clarify the reasons for the purchases. Consider an op: intelligence review to detarmine if there
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are conceming social media posts. A coordinated community ling, EAP, workplace BIT/CARE, and/or threat team would be
advised.

Upsetting changes and multiple losses have the potential to further destabilize someone on the pathway to violence. Efforts should be made to
coffer additional supports and accommodations given the recent losses and challenges faced at work, home, and with friends. Talking with a trusted
friend or family member, community counselor, supervisor, human resources, or EAP counselar is another way to help. A coordinated response
community counseling, EAP, workplace BIT/CARE, and/or threat team would be advised.

The creation of a suicide note, video, or manifesto and last-act behaviors, such as shutting down accounts, are late-stage approach behaviors that
should immediately involve ions with law enfi Yent, supervisors, and human The is further heightened when there
are other approach behaviors such as catalyst, sadist, checklist, penetration, approach, or vengeance. An open-source intelligence review should be
conducted to determine If there are concerning social media posts. In addition, law anfomemnt should conduct a local systams check {computer
automated dispatch/CAD), criminal history, and wants/ search. A di community counseling, EAF, workplace BIT/CARE,
and/or threat team would be advised.

While exploring security concerns could merely be a passing interest, it could also be the early stages of assessing vulnerabilities for an upcoming
attack plan. Talking with them about the reasons for the behavior to determine if there is a reasonable, contextual reason for their exploration
would be warrantad. A coordi i response nity ling, EAF, workplace BIT/CARE, and/or threat team would be advised.

The fantasy of attacking a person or location along with talking openly about their plans presents an increasad risk of viclence. The concem is
further heightened when there are other approach behaviors such as catalyst, sadist, checkdist, or vengeance. Talking with them about the
motivation for their plans and discussing altematives to the behavior with a trusted friend or family member, supervisor, human resources, or the
EAP counselor will help further assess the risk and develop altamative strategies. Consider an open-sourcs imtelligence review to determine if there
are conceming social media posts. A coordinated resp community ling, EAP, workplace BIT/CARE, and/or threat team would be
advised.

¢ The presence of fantasies involving those in power inflicting pain on others could be the start of a more conceming escalation. It also could be a
private fantasy that is practiced lly without force or damage. Explore the motivation and practice of their thoughts related to power and
pain and keep in mind whether the increased risk as other approach behaviors such as catalyst, per ion, checklist, approach, or veng are
present. Encourage them to talk with a trusted friend or family member, supervisor, human or the EAP lor. Exercise caution in
jumping to a conclusion about power and pain dynamics as always being precursors to more dangerous behaviors.

With intensifying thoughts about real or perceived injustices, there is an ir d justification for violent action to the target of their frustrations.
Talking with them about the intansity ofthesefqellng: and how they may serve as a motivation for acting out toward the target of their frustrations
will help further assess the risk and develop strategi them to talk to a trusted friend or family member, supervisor, human
resources, or the EAP counselor to help lessen the intensity nfihelr fmnmhonl

* Those who have served in the military have an increased skill set around knowledge that i the ial for lethality.

- Threat EXTREME

THREAT brings together DIRECT (low), CRGANIZATION (low), LETHALITY {(extreme), TIME {low), LEAKAGE {moderate), LOCATION {low), TONE
(moderate), RHETORIC (low), PLANNING (low), APPROACH {moderate), BLAZE (high), VETERAN STATUS (yes), and SUICIDE. Threat indicates the
overall severity of a threat that has been made. Someone has the potential to be viclent even without making a threat, however threats that are made
provide insight into the planning prior to a potential attack. Threat gathers information together about the time and location of an attack, the lethality
or dangerousness of the threat, and if planning or approach has begun. Information about the transient or substantive nature of the threat is gathered
through the tone and rhetoric of the threat.

Interventions

* They have access to multiple firearms and the tactical and logistical ability to carry out an attack. They have practiced their attack plan to increase
potential lethality, which is a critical, late-stage behavior that should ii diately involve ions with law enf ment, supervisors, and
human resources. The risk of an attack is further heightened when other threating behaviors such as direct, time, leakage, location, tone, rhetoric,
planning, approach, blaze, veteran, or suicide are present. An open-source intelligence review should be conducted to determine if there are

conceming social media posts. In addition, law enf: ment should uct a local check {comp 1 dispatch/CAD), eriminal
history, and wants/warrants search. A coordinated response with community counseling, EAP, workplace BIT/CARE, and/or threat team would be
advised.

* The fantasy of attacking a person or location and talking openly about their plans present an i ] risk of vi The is further

heightened when thers are other threatening behaviers such as direct, lethal, time location, tone, rhetoric, planning, blaze, veteran, or suicide.
Talking with them about the motivation for thelr plans and discussing altematives to the behavior with a trusted friend or family member, supervisor,
human , or the EAP lor will help further assess the risk and develop altemative strategies. Consider an open-source intelligence
review to determine if there are concerning social media posts. A coordinated response community counseling, EAP, workplace BIT/CARE, and/or
threat team would be advised. This consult with the BIT/CARE and/or threat team will help determine if more intensive involvement with law
enforcement is waranted.
The plan to commit suicide or commit an act of viok has further crystalized and they have become trapped and hopeless about a different
future. Encourage them to talk with a trusted friand or family member, suparvisor, human resourcas, or the EAP eounselor to help explore

| ive ways to ge their fn jon with life and offer hope for a better future. This is more difficult if there are other threatening bohwlm
present, such as direct, \a’lhat time location, tone, rhetoric, planning, approach, veteran, or suicide. A linated response ity ing,
EAP, workplace BIT/CARE, and/or threat team would be advised. This consult with the BIT/CARE and/or threat team will help determine if more

invol with law enfc 1t is warranted.

No data is stored in this online system related to your entries. Users are encouraged to print and
save the outcome to a PDF and maintain this according to your institution’s data privacy standards.
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For more iformation, contact brim@@dpep.com

Dokt o i an expert sysiem that takes oheervations and vser input and creates & risk report based on this deiz. The system ceaies g risk mitigation

plan baged on veer ingna and research from peychology, eriminology, thicet, and ke et ficdol. Davkiox s support (o thicat foams
and! fave el i the: fy anied olervedt of a risk miticeation plan frdonmation provided by DariFos should be veed in conjunciion

waithin the cortext of the experience, research and expert judiy of b ende fings, and threat ieasionals. None of
the inf s o re e Jec in any way.

No portion of the Darkos tool may be reproduced, copied, or repringed in any format whatsoeves; including digital fonmats, vithout the expressed
witten permiggion of the sethors

- Prep, ELC, and Looking Glass Congulting and Degign, [LC, are not providing legal achdce or aciing in the: capacity of fegal covnsed. Users should
congolt thedr oven legad counged belore refying or acting vpon any advice or suggestions iade by D-Prep, 1LC, and Looking Glags Corsuliing and
Design, 1LC, and their eraployees and consultants. 13-Prep, 11C, and Looking Glass Consulting and Design, 11C offer ne waranties or guaraniees as
0 conterd, and aocept no liahility for hove the conteat is interpreted or implesentod by veers.

@02 F-Prep, HC and Looking Glsss Congulting and Degign
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	DarkFox1F
	Summary
	Given their experiences with frequent rejection from others, there is a worry they will never fit in. This leads to an irritability or anger when upset. Disappointment is a common emotion as their problems intersect, and they find themselves unable to...
	Injustices and grievances drive almost all of their thoughts and actions. They are obsessed with the idea of ‘making things right’ and have begun to rehearse and fantasize about ways to make others pay. A singular way of thinking or belief about the w...
	They have recently lost an important relationship, which brings with it the risk of increased isolation, failure, low self-esteem, and a lack of support. Upcoming HR actions, such as suspension, present future stress and conflict that could escalate f...
	A desire to die has been expressed and heard by many people. Existing supports offer little hope that things will change. There is either a loss of appetite or rapid increase in appetite due to sadness. Excessive eating offers comfort while a stark re...
	Weapons are a focus of their curiosity and they intensely research guns online, focusing on what weapons were used in various shootings, and have plans to save up for a rifle or gun on their own. There is a fascination with mass shooters, and they com...
	Various weapons have been purchased along with optics, tactical gear, ammunition, and carrying equipment. There is an excitement to acquiring weapons that accompanies a feeling of power and accomplishment. Multiple losses, negative experiences, and fa...
	There is access to multiple firearms and the knowledge of tactics and logistics that increases the overall lethality of a potential attack. The threatener has practiced, increasing lethality. There have been limited and/or vague comments about the thr...
	Guidance from DarkFox includes:
	 An immediate assessment for suicide should be conducted by a licensed clinical or medical provider, given the extreme isolation, suicidal thoughts, and hopelessness about a positive future outcome. This should be coordinated with police and/or human...
	 Given the overwhelming isolation, pain, and difficulty at work, a counseling connection is critical. Consider connecting them to the employee assistance program or similar service.
	 They are increasingly obsessed with the need to make things right and make others pay for the problems they have caused. These are strongly held beliefs and will be unlikely to change through conversation and non-clinical medical support.
	 They experience a profound lack of empathy and understanding of other people’s perspectives and agency. This likely will continue to escalate, creating a ‘me vs. the world’ philosophy, and should be countered with opportunities to share and be under...
	 A pending termination from work has the real potential to increase the stress and feelings of hopelessness. Efforts should be made to discuss the impact of these upcoming events, as they bring with them disturbances that could escalate thoughts of s...
	 Veterans often have feelings of isolation and disconnection from those who have not served or do not understand how difficult it may be to transition from military life to civilian life. Offer support, listen to their experiences, and understand tha...
	 Difficulty with appetite or eating too much can increase social difficulties, raise the potential of teasing and bullying, and impact overall wellness and self-concept. A referral to community-based counseling or workplace employee assistance progra...
	 When hopelessness becomes an unbearable pain, the risk of extreme action such as suicide or harming others increases greatly. Connect them to supports, identify ways to accommodate or assist them in staying connected to work, family, and peers, and ...
	 Given the direct access to firearms in the home, efforts should be immediately taken through means restriction. When weapons access is paired with other suicidal risk factors, such as previous attempts, impulsivity, hopelessness, and self-injury, th...
	 Those who have served in the military have a statistically higher risk of suicide than the rest of the population and consideration should be given to the support they may need to transition from their service back to the general population.
	 Interest in weapons and studying past attacks should be explored to better understand the motivation for these interests. Consider an open-source intelligence review to determine if there are concerning social media posts. A coordinated response wit...
	 The upcoming disciplinary actions or suspension from school have the real potential to increase stress and feelings of hopelessness. Efforts should be made to discuss the impact of these upcoming events, as they bring with them disturbances that cou...
	 Those who have served in the military have an increased skill set around weapons knowledge that increases the potential for lethality.
	 Upsetting changes and multiple losses have the potential to further destabilize someone on the pathway to violence. Efforts should be made to offer additional supports and accommodations given the recent losses and challenges faced at work, home, an...
	 The creation of a suicide note, video, or manifesto and last-act behaviors, such as shutting down accounts, are late-stage approach behaviors that should immediately involve conversations with law enforcement, supervisors, and human resources. The c...
	 With intensifying thoughts about real or perceived injustices, there is an increased justification for violent action to the target of their frustrations. Talking with them about the intensity of these feelings and how they may serve as a motivation...
	 The plan to commit suicide or commit an act of violence has further crystalized and they have become trapped and hopeless about a different future. Encourage them to talk with a trusted friend or family member, supervisor, human resources, or the EA...
	1. Beyond a reference that alcohol is used by Cpl. Allen to fall asleep, more information would be needed related to types of use, frequency and history. Additionally, questions about other drug use would be warranted.
	2. While there is evidence of social isolation within the office, additional questions about teasing and bullying behavior in the office setting would be indicated.
	3. Information about finances would be an additional area to explore.
	4. Difficulty with change following his failed engagement is an area where further questions will be needed.
	5. More clarity about his level of anxiety and worry about the future, work, relationships and his view of self/interactions with others should be explored.
	6. Additional details about potential harassing behaviors (to female co-workers and command staff) should be explored.
	7. The extent to which his stalking behavior occurred toward he past relationship should be an area of questioning.
	8. Exploration of his social media posts for threats, suicidal content, misogynistic ideology or sharing of restricted/protected information is an area of exploration
	9. There does not appear to be a specific narrowing toward any co-worker or person in Cpl. Allen’s life (beyond the women in command manifesto). Further assessment toward fixation and focus should be considered.
	10. Further exploration regarding Cpl. Allen’s weapon usage should be explored. This should include the types of weapons owned, how they may relate to his research on mass shootings (with attention to military personal involved in attacks like Fort Ho...
	11. Additional information about impulsive behavior would be warranted related to the movement to action.
	12. A more detailed exploration of incel ideology and the application of the Incel Risk Rubric should be conducted to gauge the level of indoctrination. This would include a discussion of his physical appearance, weight, and general self-image.


	Recommendations
	1. Immediate assessment for inpatient admission based on the suicide note and comments about not being around anymore. Connection to longer-term therapy and psychiatric medication assessment. The upcoming disciplinary actions or suspension from school...
	2. Immediate restricted access to all sensitive information and computer systems. Although an initial investigation has been conducted into his security lapses, further exploration of Cpl. Allen’s online and office behavior related to secure informati...
	3. Securing firearms that Cpl. Allen has access to under military code or through local authorities (perhaps even because of his stalking no-contact directive).
	4. Notification and coordination with local law enforcement, Military Police, and NCIS (Naval Criminal Investigative Service) should also be contacted about the threats Cpl. Allen has made, including a review of the manifesto “Women in Power” found in...
	5. Supportive measures to those working directly with Cpl. Allen to offer support given the current situation. Staff should be praised and encouraged to share concerns, and it may be helpful to offer a group meeting with a psychologist or therapist on...
	6. Assessment of any female staff who may have been targeted related to the misogynistic readings and incel websites. While this is not directly noted in the case, it would be reasonable to explore how Cpl. Allen interacted with any female staff.
	7. Assessing anchor and protective factors in Cpl. Allen’s life, such as outside friends, hobbies, sports, activities, interests, family, and religious organizations, would be useful in helping develop a larger support system for him moving forward.
	8. Assigning an advocate who can help Cpl. Allen to better understand any potential charges or court proceedings (likely from Medical or the Chaplain).
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